AND ASSETS

So we have begun to protect schools
from the perimeter all the way
through the interior.”

Orange County is the 14' largest
school district in the nation, but its

use of security technology is increas-

From intrusion alarms
ingly common. In 1999, one supplier,

schools are using technglpg . i iR , e suppli
% . P L N Jii7 Rl ; Sonitrol Corp., Alexandria, Va., in-
enhance secu rity. Here’s' what = sl BT ._ stalled intrusion detection systems
. . L . I f s S e in more than 10,000 elementary and
two systems in Florida are doing, e D A secondary schools and colleges across
; ; ! i the country. Of the 500 largest public
school districts in the country, about

80 employ Sonitrol’s services.

In Orange County alone, 134 of
144 school buildings use technology
installed by Senitrol of Orlando, and
Folks plans to bring the remaining
10 schools on line this year.

; } In Seminole County, right next

By MICHAEL FICKES A : i i Ay to Orange County, Robert DeVec-
SOCul'it.y technology in publicschool ' Ul e chio, coordinator of school security,
ems around the country is ' L peise has equipped 51 of 54 school build-
growing, and not necessarily as a | TR 41 ings with Sonitrol security technol-
result of well-publicized tragedies. | ogy and plans to add the remaining

“Years ago, we used technology to ; : ! I three school buildings to the system
protect the so-called high-value ar- this year.
eas such as offices, computer class- ; All of the buildings in the two
rooms and business classrooms, Ht iR i school systems are protected by door
says Gerald Folks, administrator . =L e alarms and audio sensors, and a
of security services for Florida's i i ; growing number are employing ac-
Orange County Public School Sys- B j cess control-and CCTV technalogy.
tem. "Today, however, virtually ev- d ; d i Door alarms generally anchor a
ery room in a school has computers ; i ' ! o school security system, especially in
or some other kind of technology. : older schools, which may have as

See SCHOOL, page 21 : 0 : many as 150 exterior doors, includ-
5 ing doors leading outside from indi-
vidual classrooms.

“In an older elementary school, you
might have 50 to 60 doors,” says Pat-
rick Crane, a loss prevention super-
visor for Sonitrol, Orlando, Fla. “And
that doesn’t count portable buildings,
which have two doors each. If a cam-
pus has 20 portable buildings with

A seven-camera CCTYV system
supplements access control in the
administrative buildings.



ACCESS C &
SECURITY SYSTEMS:

School security in Florida:
A tale of two counties

Continued from Page |

two doors and a main school with 60
doors, that's 100 doors.”

If door alarms represent the first
layer qf security, glass break technol-
ogy forms the second. Classrooms,
cafeterias, administrative offices, li-
braries, and most other rooms in
schools have windows,

In both Orange and Seminole
County schools, Sonitrol audio sen-

sors complement the protection pro-
vided by door alarms. Mounted on
walls facing windows, the sensors
have a range of about 40 feet and
will detect the sound of glass break-
ing, the impact noise made by some-
one trying to jimmy a lock, and voic-
es of a team of intruders:.
Monitoring hundreds of door and
audio alarms in a singleischool and
thousands of such devices:across en-
tire school districts requires people
and technology working 24 hours a
day. Alarm monitoring companies
must handle the task, and Sonitrol
monitors the systems for both Or-
ange and Seminole Counties.
Individual door and audio alarms
are home-run devices that connect

to intelligent panels usually located
in school equipment rooms. For cam-
puses with several buildings, data-
links form daisy chains from build-
ing to building, with a main commu-
nication panel data-linked to the re-
mote monitoring station.

CCTY, ACCESS CONTROL
IN ORANGE COUNTY SCHOOLS

“Most of our schools have basic
16-camera CCTV. systems,” Folks
says. “The cameras monitor the exte-
riors of the buildings and interior ar-
eas where kids tend to congregate.”

According to Crane, they include
two different types of systems: a con-
ventional VCR and multiplexer con-
figuration monitored locally in the
administrative office of each school,
and Sonavision, a system integrated
into the intrusion alarm system and
monitored by Sonitrol. If an intrud-
er trips an alarm in an area covered
by a camera, the system sends an
alarm as well as video to the control
cml&fors'_tcgafﬂ%)sraéﬁée County's local
CCTYV systems employ multiplexers
and VCRs, but Folks has recently be-
gun an upgrade to digital video re-
corders with multiplexing capabili-
ties. Folks says he is experimenting
with several brands of digital video
recorders, including Dedicated Mi-
cros, Chantilly, Va. “These newer
systems allow us to log in through a
laptop or home computer and pull up
cameras. If I get a call at home about
an alarm at one school or another, I
can pull up a camera and see what's
going on. We have this capability in
about a half-dozen schools.”

While many school districts em-
ploy access control to protect admin-
istrative buildings, the technology
traditionally has a limited utility in
school buildings.

Recently, however, Orange Coun-
ty and Sonitrol have undertaken
a beta test of an advanced access
control system in a new, five-build-
ing Orange County campus called
a “smart” school under a Fla.-based
educational technology program.

Designed with fewer exterior doors,
the system makes use of 27 Sonitrol
‘proximity readers set on two exterior
doors and at interior entrances that
lead into building sections. For in-
stance, a set of doors that lead into
an area of classrooms are equipped
with readers. Similar configurations
control access to other large areas of
the school, such as the gymnasium.

What makes the system particu-
larly interesting is the use of Soni-
trol proximity card technology capa-
ble of doubling as a smart card. “So-
nitrol has designed a platform that
combines debit technology with ac-
cess control,” Crane says. “So stu-

dents can use the card to pay for
lunches and to access features in the
media center: As we go down this
road, Orange County intends fo in-
corporate more and more smart fea-
tures with the cards.”

ACCESS CONTROL, CCTY
IN SEMINOLE COUNTY
SCHOOLS .

In the Seminole County School
District, DeVecchio has equipped 27
schoels with CCTV systems. Depend-
ing on the. school and DeVecchios

judgment, these systems employ four
or more fixed cameras supplied by
Panasonic, JVC, and other nation-
ally known manufacturers, Most of
the systems use multiplexers sup-
plied by Advanced Technology Video,
Redmond, Wash., and video-cassette
recorders made by Gyyr In¢., Ana-
heim, Calif. (recently acquired by Si-
lent Witness). _

In late 2001, DeVecchio replaced
the VCRs and multiplexers in five
of these CCTV systems with a dig-
ital video recorder from Dedicated
Micros. “Digital video systems are
very user-friendly, especially for peo-
ple who have been using a system
with a VCR and multiplexer,” DeVec-

chio says. “The Dedicated Micros
system is intuitive and requires lit-
tle training, and non-linear digital
video recording makes it much eas-
ier to review video.”

to view cameras from remote com-
puters via an Internet connection.
DeVecchio has also installed an
access control system in Seminole
County’s Educational Support Cen-
ter (the main administrative build-
ing). Manufactured by IDenticard,
Lancaster, Pa., the system includes
seven proximity card readers that
deal with approximately 400 au-
thorized cards. “We control each of
these systems locally with a com-
puter in each building,” DeVecchio
says. “Each computer has its own
database capable of setting clear-

ances for individual card-holders.”

A seven-camera CCTV system
supplements access control in the
administrative buildings. Most of
the cameras monitor exterior en-
trances. One camera covers the lob-
by of the Human Resources depart-
ment and another keeps an eye on
the loading dock.

According to research conducted
by Sonitrol in approximately 7,000
schools, the company's systems aid-
ed in the apprehension of 994 crim-
inals in 2000. Of these, 478 were
caught coming through doors and
245 through windows. More than
100 failed to gain entry and were
captured outside the building.

AC&SS

The CCTYV system allows cameras to
be viewed from remote computers
via an Internet connection.
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